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Bubbi Pixel and Site Security

Bubbi’s Pixel is a JavaScript that is implemented on the site via Google Tag Manager and is responsible for tracking customer 

behavior and displaying customized "modules" to the visitor. The pixel consists of a small JavaScript that is permanently placed on 

the site. This, in turn, loads different JavaScript modules depending on which page is loaded and what task is to be performed. All 

parts of Bubbi’s services are hosted on Google Cloud Platform (GCP). The pixel is fetched from GCP for execution in runtime per user 

session and calls various services and APIs on GCP depending on the task it needs to perform.

The tracking is sent as one-way traffic from the pixel to Bubbi’s backend where the tracking data is stored. No traffic is initiated 

from the backend to the pixel; it is always outgoing traffic from the site. For the pixel to know if and what type of user experience 

customization should be displayed, it sends a request to an endpoint in the backend where a real-time prediction is made based on 

the user's behavior. The pixel receives the response to the request within the same network connection and makes any necessary 

adjustments. Depending on the user experience to be displayed, the pixel may need to fetch product data, inventory levels, and 

other information. This communication always occurs by the pixel making a request and receiving a response.

For more detailed information about Bubbi Pixel and Site Security, please contact Bubbi.
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Customer separation

The Bubbi services are built based on an architecture that inherently guarantees full separation of different customer’s data. Each 

customer onboarded to the service gets its own, logically separated, pipeline of service components where the customer’s data is 

processed and stored.
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Data from each customer is only processed and stored within the customer specific service pipeline. All training of the AI model 
for a customer is done within the customer pipeline and only on the data pertaining to the customer.
For more detailed information about customer separation, please contact Bubbi. 



Data encryption

All data processed within the Bubbi services is encrypted both in transit and at rest using modern and approved encryption 

algorithms.

The network connection between a customer’s Bubbi Pixel and the Bubbi Collector Endpoint for that customer is secured through 

specific TLS certificates for each endpoint. The certificates are managed through the Bubbi Cloud Infrastructure.

Data is encrypted at rest using built-in capabilities within the Bubbi Cloud Infrastructure provided by Google Cloud Platform (GCP). 

More detailed information regarding encryption in GCP can be found here: 

https://cloud.google.com/docs/security/encryption/default-encryption

Bubbi Security Whitepaper © 2024 Bubbi. All Rights Reserved. 4

https://cloud.google.com/docs/security/encryption/default-encryption


Privilege Access Management

All access to the Bubbi Cloud Infrastructure is considered privileged and treated that way. Only authorized Bubbi personnel have 
access to the infrastructure and the services therein and all access is granted based on the principle of least privilege. That means that 
even authorized Bubbi personnel only have access to the parts of the infrastructure needed for their role. All privileged access to the 
Bubbi Cloud Infrastructure requires the administrator to authenticate using approved multi-factor authentication (MFA).
The roles at Bubbi with access to the infrastructure includes:

● Global administrators
● Infrastructure administrators
● Architects
● Service developers
● Security engineers
● Quality assurance engineers

The Bubbi Cloud Infrastructure is provided by Google. No service provider personnel have access to the data within the Bubbi Cloud 
Infrastructure without the explicit approval from Bubbi. More information about how Google provides their customers control over 
the access to their data within the Google Cloud Platform (GCP) can be found in the Google Cloud Trust Whitepaper: 
https://services.google.com/fh/files/misc/072022_google_cloud_trust_whitepaper.pdf
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Backup and restore

All customer data that is stored within the Bubbi services is backed up regularly. Data is permanently stored in Big Query (BQ) within 
the Google Cloud Platform (GCP) and is backed up using built in Time travel functionality. The data can be restored to any 
timestamp within the previous 7 days.
Each customer’s data is logically separated at storage within BQ and is thereby backed up separately as well. Data can be restored 
for each customer separately or for the entire service at once if needed. The time to restore is approximately 15 minutes.
The backups are stored within the GCP and only the Global Administrators at Bubbi have access to them. The Bubbi Cloud 
Infrastructure is provided by Google. No service provider personnel have access to the data within the Bubbi Cloud Infrastructure 
without the explicit approval from Bubbi.
More information about how Google provides their customers control over the access to their data within the Google Cloud 
Platform (GCP) can be found in the Google Cloud Trust Whitepaper: 
https://services.google.com/fh/files/misc/072022_google_cloud_trust_whitepaper.pdf
More information about the Time travel backup and restore functionality can be found within the Big Query documentation: 
https://cloud.google.com/bigquery/docs/time-travel
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Security and compliance contact points

There are multiple ways to get in contact with Bubbi regarding security or compliance related questions or issues. 

● Regarding preparedness and communication related to incidents, please contact alerts@bubbi.ai that is monitored and 
handled weekdays 08-18 with 30 minutes response time.

● For questions regarding the content of this whitepaper or other security related questions please contact security@bubbi.ai. 
● For questions regarding compliance and privacy please contact privacy@bubbi.ai.  
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